
B8SINESS ASSOCIATE AGREEMENT

beWZeeQ

INTAKEACCESS.AI LLC

("BIGineGG AGGociaHe")

aQd

>CO9ERED ENTIT< F8LL LEGAL NAME@

("CoJeFed EnHiHM")

 

EffecHiJe DaHe: __________________________

.  RECITALS

WHEREAS, CoJeFed EnHiHM iG a CoJeFed EnHiHM aG defined IndeF Hhe HealHh InGIFance PoFHabiliHM and AccoInHabiliHM AcH of 1996, aG 

amended, and Hhe FegIlaHionG pFomIlgaHed HheFeIndeF (collecHiJelM, "HIPAA");

WHEREAS, BIGineGG AGGociaHe pFoJideG GeFJiceG Ho CoJeFed EnHiHM pIFGIanH Ho Hhe SeFJice AgFeemenH oF TeFmG of SeFJice (Hhe 

"UndeFlMing AgFeemenH") HhaH inJolJe Hhe cFeaHion, FeceipH, mainHenance, oF HFanGmiGGion of PFoHecHed HealHh InfoFmaHion on behalf of 
CoJeFed EnHiHM;

WHEREAS, Hhe paFHieG KiGh Ho enHeF inHo HhiG BIGineGG AGGociaHe AgFeemenH ("AgFeemenH") Ho complM KiHh Hhe FeEIiFemenHG of 

HIPAA, Hhe HealHh InfoFmaHion TechnologM foF Economic and Clinical HealHh (HITECH) AcH, and Hhe FegIlaHionG aH 45 C.F.R. PaFHG 
160 and 164 (Hhe "HIPAA RIleG");

WHEREAS, BIGineGG AGGociaHe, InHakeAcceGG.ai LLC (DBA: InHake AcceGG HealHh SolIHionG), iG an Alabama limiHed liabiliHM 
companM KiHh iHG pFincipal place of bIGineGG aH 181 W ValleM AJe STE 245-1742, BiFmingham, AL 35209, and iG dIlM aIHhoFiNed Ho 
peFfoFm Hhe GeFJiceG deGcFibed in Hhe UndeFlMing AgFeemenH;

NOW, THEREFORE, in conGideFaHion of Hhe mIHIal pFomiGeG and coJenanHG GeH foFHh heFein and in Hhe UndeFlMing AgFeemenH, Hhe 
paFHieG agFee aG folloKG:

1.  DEFINITIONS

CapiHaliNed HeFmG IGed bIH noH defined in HhiG AgFeemenH haJe Hhe meaningG giJen Ho Hhem IndeF Hhe HIPAA RIleG. KeM HeFmG IGed in 
HhiG AgFeemenH:

"BUHDFK" haG Hhe meaning GeH foFHh in 45 C.F.R. P 164.402.



"BXVLQHVV AVVRFLDWH" meanG INTAKEACCESS.AI LLC, an Alabama LimiHed LiabiliHM companM KiHh iHG pFinciple place of bIGineGG 
aH 181 W ValleM AJe STE 245-1742, BiFmingham, Al 35209.

"CRYHUHG EQWLW\" meanG Hhe healHhcaFe pFoJideF, healHh plan, oF healHhcaFe cleaFinghoIGe idenHified aboJe HhaH iG a paFHM Ho HhiG 
AgFeemenH.

"HITECH AFW" meanG Hhe HealHh InfoFmaHion TechnologM foF Economic and Clinical HealHh AcH, enacHed aG paFH of Hhe AmeFican 
RecoJeFM and ReinJeGHmenH AcH of 2009 (PIb. L. 111-5).

"PHI" meanG PFoHecHed HealHh InfoFmaHion aG defined in 45 C.F.R. P 160.103, limiHed Ho Hhe infoFmaHion cFeaHed, FeceiJed, 

mainHained, oF HFanGmiHHed bM BIGineGG AGGociaHe on behalf of CoJeFed EnHiHM.

"SHFXULW\ IQFLGHQW" haG Hhe meaning GeH foFHh in 45 C.F.R. P 164.304.

"SXEFRQWUDFWRU" meanG a peFGon oF enHiHM Ho Khom BIGineGG AGGociaHe delegaHeG a fIncHion, acHiJiHM, oF GeFJice, oHheF Hhan in Hhe 
capaciHM of a membeF of iHG KoFkfoFce.

"8QVHFXUHG PHI" haG Hhe meaning GeH foFHh in 45 C.F.R. P 164.402.

2.  OBLIGATIONS AND ACTI9ITIES OF B8SINESS ASSOCIATE

A.  PHUPLWWHG 8VHV DQG DLVFORVXUHV

BIGineGG AGGociaHe maM IGe and diGcloGe PHI onlM aG neceGGaFM Ho peFfoFm Hhe GeFJiceG deGcFibed in Hhe UndeFlMing AgFeemenH, oF aG 

FeEIiFed bM laK, and Ghall noH IGe oF diGcloGe PHI in anM manneF HhaH KoIld JiolaHe Hhe HIPAA RIleG if done bM CoJeFed EnHiHM.

B.  SDIHJXDUGV

BIGineGG AGGociaHe Ghall IGe appFopFiaHe GafegIaFdG, and complM KiHh SIbpaFH C of 45 C.F.R. PaFH 164 KiHh FeGpecH Ho ElecHFonic PHI, 
Ho pFeJenH IGe oF diGcloGIFe of PHI oHheF Hhan aG pFoJided foF bM HhiG AgFeemenH. SIch GafegIaFdG inclIde, KiHhoIH limiHaHion:

AES-256 encFMpHion of all PHI aH FeGH
TLS 1.3 encFMpHion of all PHI in HFanGiH
MIlHi-facHoF aIHhenHicaHion (MFA) foF all KoFkfoFce membeFG KiHh PHI acceGG
Role-baGed acceGG conHFolG (RBAC) KiHh leaGH-pFiJilege enfoFcemenH
AIHomaHic GeGGion HimeoIHG of 15 minIHeG foF all aIHhenHicaHed GeGGionG
CompFehenGiJe aIdiH logging of all PHI acceGG eJenHG
24/7 GecIFiHM moniHoFing and incidenH FeGponGe capabiliHieG
AnnIal FiGk aGGeGGmenHG and peneHFaHion HeGHing

C.  RHSRUWLQJ RI BUHDFKHV DQG SHFXULW\ IQFLGHQWV

BIGineGG AGGociaHe Ghall FepoFH Ho CoJeFed EnHiHM: (i) anM BFeach of UnGecIFed PHI KiHhoIH InFeaGonable delaM and in no eJenH laHeF 
Hhan GiLHM (60) calendaF daMG of diGcoJeFM; and (ii) anM SecIFiHM IncidenH of Khich iH becomeG aKaFe, inclIding aHHempHed bIH 

InGIcceGGfIl SecIFiHM IncidenHG, in a HimelM manneF. BFeach noHificaHionG Ghall inclIde Hhe elemenHG FeEIiFed bM 45 C.F.R. P 164.410.

D.  SXEFRQWUDFWRUV

BIGineGG AGGociaHe Ghall enGIFe HhaH anM SIbconHFacHoF HhaH cFeaHeG, FeceiJeG, mainHainG, oF HFanGmiHG PHI on behalf of BIGineGG 
AGGociaHe enHeFG inHo a KFiHHen agFeemenH KiHh BIGineGG AGGociaHe FeEIiFing Hhe SIbconHFacHoF Ho complM KiHh Hhe Game FeGHFicHionG 
and condiHionG HhaH applM Ho BIGineGG AGGociaHe IndeF HhiG AgFeemenH and Hhe HIPAA RIleG. BIGineGG AGGociaHe FepFeGenHG HhaH BAAG 



aFe cIFFenHlM in place KiHh all SIbconHFacHoFG handling PHI, inclIding TKilio, FiFebaGe/Google CloId, SHFipe, EDI PaFHneFG, SendGFid, 
and AWS.

E.  AFFHVV WR PHI

BIGineGG AGGociaHe Ghall make PHI aJailable Ho CoJeFed EnHiHM aG neceGGaFM foF CoJeFed EnHiHM Ho fIlfill iHG obligaHionG IndeF 45 

C.F.R. P 164.524 Ho pFoJide indiJidIalG KiHh acceGG Ho HheiF PHI. BIGineGG AGGociaHe Ghall fIlfill GIch acceGG FeEIeGHG KiHhin HhiFHM (30) 
calendaF daMG of a FeEIeGH fFom CoJeFed EnHiHM.

F.  APHQGPHQW RI PHI

BIGineGG AGGociaHe Ghall make PHI aJailable foF amendmenH and Ghall incoFpoFaHe anM amendmenHG Ho PHI aG diFecHed bM CoJeFed 
EnHiHM, in accoFdance KiHh 45 C.F.R. P 164.526.

G.  AFFRXQWLQJ RI DLVFORVXUHV

BIGineGG AGGociaHe Ghall docImenH and make aJailable Ho CoJeFed EnHiHM infoFmaHion FeEIiFed Ho pFoJide an accoInHing of diGcloGIFeG 
in accoFdance KiHh 45 C.F.R. P 164.528. DiGcloGIFe logG Ghall be mainHained foF a minimIm of GiL (6) MeaFG.

H.  CRPSOLDQFH ZLWK PULYDF\ RXOH

To Hhe eLHenH BIGineGG AGGociaHe iG Ho caFFM oIH one oF moFe of CoJeFed EnHiHM'G obligaHionG IndeF SIbpaFH E of 45 C.F.R. PaFH 164, 
BIGineGG AGGociaHe Ghall complM KiHh Hhe FeEIiFemenHG of SIbpaFH E HhaH applM Ho CoJeFed EnHiHM in Hhe peFfoFmance of GIch 

obligaHionG.

I.  HITECH RHTXLUHPHQWV

BIGineGG AGGociaHe Ghall complM KiHh Hhe applicable pFoJiGionG of Hhe HITECH AcH and Hhe FegIlaHionG HheFeIndeF, inclIding Hhe 
FeEIiFemenH Ho complM KiHh Hhe HIPAA SecIFiHM RIle KiHh FeGpecH Ho ElecHFonic PHI and Hhe BFeach NoHificaHion FeEIiFemenHG of 45 
C.F.R. PP 164.400S164.414.

J.  MLQLPXP NHFHVVDU\

BIGineGG AGGociaHe Ghall limiH iHG IGe, diGcloGIFe, and FeEIeGHG foF PHI Ho Hhe minimIm amoInH of PHI neceGGaFM Ho accompliGh Hhe 

inHended pIFpoGe, conGiGHenH KiHh Hhe MinimIm NeceGGaFM SHandaFd of 45 C.F.R. P 164.502(b).

3.  PERMITTED 8SES B< B8SINESS ASSOCIATE

BIGineGG AGGociaHe iG aIHhoFiNed Ho IGe PHI in iHG poGGeGGion foF Hhe folloKing pIFpoGeG, Khich aFe neceGGaFM Ho peFfoFm Hhe GeFJiceG 

IndeF Hhe UndeFlMing AgFeemenH:

PFoJiding AI paHienH inHake, pFioF aIHhoFiNaHion pFoceGGing, inGIFance JeFificaHion, Helemedicine, HelepGMchiaHFM, GecIFe 
meGGaging, e-pFeGcFibing, KoInd imaging AI, poGH-acIHe caFe managemenH, Medicaid claimG pFoceGGing, and paHienH poFHal 
GeFJiceG;
PFopeF managemenH and adminiGHFaHion of BIGineGG AGGociaHe'G bIGineGG and legal FeGponGibiliHieG;
DaHa aggFegaHion GeFJiceG FelaHing Ho healHhcaFe opeFaHionG of CoJeFed EnHiHM;
De-idenHificaHion of PHI in accoFdance KiHh 45 C.F.R. P 164.514(a)S(c) foF plaHfoFm impFoJemenH and analMHicG (de-idenHified 
daHa onlM);
DiGcloGIFeG FeEIiFed bM laK, inclIding Ho HHS foF compliance inJeGHigaHionG.

4.  OBLIGATIONS OF CO9ERED ENTIT<

A.  NRWLILFDWLRQ RI PULYDF\ PUDFWLFHV



CoJeFed EnHiHM Ghall noHifM BIGineGG AGGociaHe of anM limiHaHionG in CoJeFed EnHiHM'G NoHice of PFiJacM PFacHiceG Ho Hhe eLHenH HhaH 
GIch limiHaHionG maM affecH BIGineGG AGGociaHe'G IGe oF diGcloGIFe of PHI.

B.  NRWLILFDWLRQ RI CKDQJHV

CoJeFed EnHiHM Ghall noHifM BIGineGG AGGociaHe of anM changeG in, oF FeJocaHion of, aIHhoFiNaHionG pFoJided bM indiJidIalG KiHh FeGpecH 

Ho PHI, Ho Hhe eLHenH HhaH GIch changeG maM affecH BIGineGG AGGociaHe'G IGe oF diGcloGIFe of PHI.

C.  RHVWULFWLRQV RQ 8VH

CoJeFed EnHiHM Ghall noHifM BIGineGG AGGociaHe of anM FeGHFicHionG on Hhe IGe oF diGcloGIFe of PHI HhaH CoJeFed EnHiHM haG agFeed Ho oF 

iG FeEIiFed Ho abide bM IndeF 45 C.F.R. P 164.522, Ho Hhe eLHenH HhaH GIch FeGHFicHionG maM affecH BIGineGG AGGociaHe'G IGe oF diGcloGIFe 
of PHI.

D.  NR IPSHUPLVVLEOH RHTXHVWV

CoJeFed EnHiHM Ghall noH FeEIeGH BIGineGG AGGociaHe Ho IGe oF diGcloGe PHI in anM manneF HhaH KoIld noH be peFmiGGible IndeF Hhe 
HIPAA RIleG if done bM CoJeFed EnHiHM.

E.  :RUNIRUFH TUDLQLQJ

CoJeFed EnHiHM Ghall HFain iHG KoFkfoFce membeFG on appFopFiaHe IGe of Hhe BIGineGG AGGociaHe'G plaHfoFm, inclIding pFopeF handling 
of login cFedenHialG, MFA FeEIiFemenHG, and Hhe pFohibiHion on InaIHhoFiNed GhaFing of accoInH acceGG.

5.  TERM AND TERMINATION

A.  THUP

ThiG AgFeemenH Ghall be effecHiJe aG of Hhe EffecHiJe DaHe and Ghall Femain in effecH InHil Hhe UndeFlMing AgFeemenH eLpiFeG oF iG 
HeFminaHed, oF InHil HeFminaHed aG pFoJided heFein.

B.  THUPLQDWLRQ IRU CDXVH

EiHheF paFHM maM HeFminaHe HhiG AgFeemenH and Hhe UndeFlMing AgFeemenH Ipon HhiFHM (30) daMG' KFiHHen noHice if Hhe oHheF paFHM 
maHeFiallM bFeacheG a maHeFial HeFm of HhiG AgFeemenH and failG Ho cIFe GIch bFeach KiHhin Hhe noHice peFiod. CoJeFed EnHiHM maM 

HeFminaHe HhiG AgFeemenH immediaHelM Ipon KFiHHen noHice if iH deHeFmineG HhaH BIGineGG AGGociaHe haG JiolaHed a maHeFial HeFm and 
cIFe iG noH feaGible.

C.  EIIHFW RI THUPLQDWLRQ

Upon HeFminaHion of HhiG AgFeemenH foF anM FeaGon, BIGineGG AGGociaHe Ghall, aH CoJeFed EnHiHM'G elecHion, eiHheF: (i) FeHIFn all PHI 
FeceiJed fFom oF cFeaHed bM BIGineGG AGGociaHe on behalf of CoJeFed EnHiHM; oF (ii) deGHFoM all PHI in BIGineGG AGGociaHe'G poGGeGGion 

and ceFHifM in KFiHing HhaH PHI haG been deGHFoMed. BIGineGG AGGociaHe Ghall FeHain no copieG of PHI eLcepH aG FeEIiFed bM applicable 
laK.

D.  RHWHQWLRQ RHTXLUHG E\ LDZ

If BIGineGG AGGociaHe deHeFmineG HhaH FeHIFn oF deGHFIcHion of PHI iG noH feaGible (e.g., dIe Ho medical FecoFd FeHenHion laKG FeEIiFing 
FeHenHion foF GeJen (7) oF moFe MeaFG), BIGineGG AGGociaHe Ghall: (i) noHifM CoJeFed EnHiHM; (ii) conHinIe Ho eLHend Hhe pFoHecHionG of 

HhiG AgFeemenH Ho GIch PHI; and (iii) limiH fIFHheF IGe oF diGcloGIFe Ho HhoGe pIFpoGeG HhaH make FeHIFn oF deGHFIcHion infeaGible.



E.  DDWD E[SRUW

Upon HeFminaHion, BIGineGG AGGociaHe Ghall pFoJide CoJeFed EnHiHM KiHh a compleHe eLpoFH of all PHI and clinical daHa KiHhin HhiFHM 

(30) daMG of Hhe HeFminaHion effecHiJe daHe, in a GHandaFd elecHFonic foFmaH. BIGineGG AGGociaHe Ghall ceFHifM Hhe compleHeneGG of Hhe 
eLpoFH in KFiHing.

6.  INDEMNIFICATION

BIGineGG AGGociaHe Ghall indemnifM, defend, and hold haFmleGG CoJeFed EnHiHM and iHG officeFG, diFecHoFG, emploMeeG, and agenHG fFom 
and againGH anM and all claimG, damageG, liabiliHieG, fineG, and eLpenGeG (inclIding FeaGonable aHHoFneMG' feeG) aFiGing fFom BIGineGG 

AGGociaHe'G bFeach of HhiG AgFeemenH oF BIGineGG AGGociaHe'G JiolaHion of applicable HIPAA RIleG, Ho Hhe eLHenH caIGed bM BIGineGG 
AGGociaHe'G oKn acHG oF omiGGionG.

CoJeFed EnHiHM Ghall indemnifM, defend, and hold haFmleGG BIGineGG AGGociaHe fFom and againGH anM and all claimG, damageG, 
liabiliHieG, fineG, and eLpenGeG (inclIding FeaGonable aHHoFneMG' feeG) aFiGing fFom CoJeFed EnHiHM'G bFeach of HhiG AgFeemenH, CoJeFed 
EnHiHM'G JiolaHion of applicable HIPAA RIleG, oF anM clinical deciGionG made bM CoJeFed EnHiHM'G KoFkfoFce IGing Hhe PlaHfoFm.

7.  MISCELLANEO8S

A.  RHJXODWRU\ RHIHUHQFHV

A FefeFence in HhiG AgFeemenH Ho a GecHion in Hhe HIPAA RIleG meanG Hhe GecHion in effecH oF aG amended, inclIding aG amended bM Hhe 

HITECH AcH and anM GIbGeEIenH FegIlaHoFM gIidance.

B.  APHQGPHQW

The paFHieG agFee Ho amend HhiG AgFeemenH aG neceGGaFM Ho complM KiHh anM changeG in applicable laK, inclIding anM FegIlaHionG, 
gIidance, oF coIFH deciGionG inHeFpFeHing oF implemenHing HIPAA oF Hhe HITECH AcH. NeiHheF paFHM Ghall InFeaGonablM KiHhhold 
conGenH Ho amend.

C.  IQWHUSUHWDWLRQ

AnM ambigIiHM in HhiG AgFeemenH Ghall be FeGolJed in a manneF HhaH peFmiHG CoJeFed EnHiHM Ho complM KiHh Hhe HIPAA RIleG. In Hhe 

eJenH of anM conflicH beHKeen HhiG AgFeemenH and Hhe UndeFlMing AgFeemenH KiHh FeGpecH Ho PHI, HhiG AgFeemenH Ghall conHFol.

D.  NR TKLUG-PDUW\ BHQHILFLDULHV

ThiG AgFeemenH iG foF Hhe Gole benefiH of Hhe paFHieG. HoKeJeF, indiJidIalG KhoGe PHI iG GIbjecH Ho HhiG AgFeemenH aFe inHended 

beneficiaFieG of Hhe pFiJacM and GecIFiHM pFoHecHionG heFein and maM enfoFce HhoGe pFoHecHionG Ho Hhe eLHenH peFmiHHed bM applicable 
laK.

E.  SXUYLYDO

The obligaHionG of BIGineGG AGGociaHe IndeF SecHionG 2(C) (bFeach FepoFHing), 2(G) (accoInHing of diGcloGIFeG), 5(C)S(E) (poGH-
HeFminaHion daHa obligaHionG), and AFHicle 6 (indemnificaHion) Ghall GIFJiJe HeFminaHion of HhiG AgFeemenH.

F.  EQWLUH AJUHHPHQW

ThiG AgFeemenH, HogeHheF KiHh Hhe UndeFlMing AgFeemenH, conGHiHIHeG Hhe enHiFe agFeemenH beHKeen Hhe paFHieG KiHh FeGpecH Ho Hhe 

GIbjecH maHHeF heFeof and GIpeFGedeG all pFioF diGcIGGionG, FepFeGenHaHionG, and agFeemenHG FelaHing Ho Hhe GafegIaFding of PHI. In Hhe 
eJenH of conflicH beHKeen HhiG AgFeemenH and Hhe UndeFlMing AgFeemenH FegaFding PHI, HhiG AgFeemenH conHFolG.



G.  GRYHUQLQJ LDZ

ThiG AgFeemenH Ghall be goJeFned bM Hhe laKG of Hhe UniHed SHaHeG. AnM diGpIHeG aFiGing IndeF oF FelaHing Ho HhiG AgFeemenH Ghall be 

FeGolJed in accoFdance KiHh Hhe diGpIHe FeGolIHion pFoJiGionG of Hhe UndeFlMing AgFeemenH.

8.  SIGNAT8RES

IN WITNESS WHEREOF, Hhe paFHieG haJe eLecIHed HhiG BIGineGG AGGociaHe AgFeemenH aG of Hhe EffecHiJe DaHe fiFGH KFiHHen aboJe.

B8SINESS ASSOCIATE:

INTAKEACCESS.AI LLC                                                                                                                                                                                        
181 W VALLEY AVE                                                                                                                                                                                           

STE 245-1742                                                                                                                                                                                 
BIRMINGHAM, AL 35209

 AXWKRUL]HG SLJQDWXUH

                                                                                                                                                                                                                      

Reginald FoFd                                                                                                                                                                                           
PULQWHG NDPH

 FoIndeF & CEO                                                                                                                                                                                           
TLWOH
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